IT SECURITY
GAP ANALYSIS
FROMKYTEC




Kytec has created a framework and process

to identify security risk in mid to large businesses
and Government organisations. Kytec will gather
information in two stages, then present
recommendations on how security can be improved
and business risk reduced.




Who can benefit from
the Kytec Gap Analysis?

Security riskimpacts a variety of roles because ultimately, IT security risk
translates into businessrisk.

The Kytec Gap Analysis will have benefits for anybody who is responsible
for IT security, and anybody impacted by IT security:

clo

IT Manager

CISO

Senior Executives including CFO

The Board

Customers, Partners and Suppliers also have a stake in your security
as they need their information to be protected.

IT Security Gap Analysis from Kytec v1.0 August 2021 | 1

[T security risk
translates into
business risk.



mirror_mod.use y - Irue

mirror mod.use z = False
elif operation == "MIRROR Z":
' mirror_mod.use_x = False

mirror mod.use y = Falsp — |

mirror mod.use z = True '

f ion at the end -add lback the deselected mirrge modifier|

mirror_ob.select= 1 - —

modifier ob.select=1 | —

bpy.context.scene.objects.active |=|modifier_ob

print(“Selected” + str(mdifi.el‘ d))) # modifier ob is m
Bmirror ob. select i

Som - Ygw e s a” (R | ‘1 ‘ '“1

L

The growing need
for improved security

Security breaches are increasing year on year and the financial cost

of these breaches is escalating. In particular, Ransomware attacks are
becoming more prolific and debilitating. They have become aregular
news story.

Accelerating the need for improved security is the increasing number of
workers that are working at home orin remote locations; applications and data
being decentralised across multiple clouds and locations and the increasing
complexity of product-based ‘point’ security solutions that have the potential
to create gaps and vulnerabilities.
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Objectives of
the Kytec Gap Analysis

1

To identify vulnerabilities in process and information flow that could lead to
security breaches, resulting in direct financial loss, loss of information/IP,
damaged reputation, no access to resources and data and penalties from lack
of compliance.

The Gap Analysis aims to mitigate against the three primary attack
vectors - Email, web & end point.

2

Assist in the fulfilment of common compliance requirements.
(ASD, IS0 27001, NIST and PCI-DSS)

3

Help organisations to understand their current state (security posture),
theirideal state and provide recommendations on the best pathway to the
ideal state.

IT Security Gap Analysis from Kytec v1.0 August 2021 | 3

Benchmarking is
provided against
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and industry
norms.



The Gap Analysis Process

Initial Customer
Customer Completes

Meeting Initial Questionnaire
30 minutes

Approx 3 days

Kytec Deep Dive
Presents Findings Meeting

and Recommendations
60 minutes

90 minutes

Approx 7 days

The first step in the Gap Analysis processis to fully understand your
IT infrastructure, business priorities and main areas of risk. We work with

all relevant stakeholders.
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After aninitial discussion, Kytec will send a questionnaire to gather an initial
set of information in five key areas:

1. Gateway security controls

2. Network

3. Endpoint

4. Administrative (policy/training)
5

Compliance, regulatory and risk

Kytec will then use this information to structure a meeting, either face to face
or via Webex, where we will deep dive into your environment and collect more
detailed information.

Kytec will then collate all the collected information, create a set of key issues
and recommendations and present these back to you.

An add-on option, isto run a vulnerability assessment which creates an
inventory of all the devices in your network, including shadow IT, and provides
a health check - for example, have all relevant patches been applied, are all
operating systems up to date? It provides total visibility into your network
and IT infrastructure.

Kytecisa Cisco Gold Partner and we believe that a single vendor solution is
the most efficient and effective, however, we can recommend a solution that
leverages your existing investment, ie, a multi-vendor solution.

When providing recommendations, we aim to reduce complexity and
operational expenses, we enable least privilege access to internal resources
and plan for optimum protection against malware.
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The SAFE Methodology

Kytec uses the SAFE methodology which is an architectural approach,
leveraging the network, that focuses on addressing risks and threats by
identifying the required capabilities, based on business, information and
process flows. SAFE is vendor agnostic and focuses on function rather
than product.

Capabilities can be viewed as building blocks.

Secure Services
Threat Defense
Segmentation
Compliance

Security Intelligence

Management

As part of the Gap Analysis, we will work with you on a critical business flow,
and using the SAFE methodology, we will identify the capabilities required to
secure this flow.
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Business flow
with gaps/vulnerability

A sample flow is shown below, with vulnerabilities highlighted.

The flow below this shows that the vulnerabilities have been addressed.

A

Employee

Endpoint

Anti-Spam Anti-Malware Anti-Virus Disk Personal DNS Patch Two-Factor Mobile Device
Encryption Firewall Security Management  Authentication Management
(MDM)
Mimecast/Proofpoint CrowdStrike Umbrella Roaming Manage Engine Duo Security AirWatch
plug-in Client Win - Logon

DatalLoss  Application SSL Geo Network Intrusion Firewall Access Posture Identity
Prevention Visibility Decryption Filtering  Anti-Malware Prevention Control Assessment
(DPL) Control (AVC)
Umbrella SIG Cisco Meraki Security Appliance Cisco Identity Services Engine

Threat Flow Monitoring Vulnerability Web Proxy Logging SIEM Distributed Web
Intelligence  Analytics Management / Reporting Denialof  Application
Service Firewall
Protection
LogRhythm Cisco Radware WAF/DDoS

Stealthwatch Cloud

O Addressed

O Partially Addressed O Not Addressed

Web and
Applications

Recommended Deployed
Two-Factor Server-Based  Network Disk
Authentication Security  Anti-Malware Encryption
Okta Server Endpoint
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Business flow with recommendations
addressing gaps

Analysis of the business/information flow above highlighted a number of vulnerabilities,
including DNS security, lack of two factor authentication, data loss prevention, DDoS protection
and access control. All of which represent risk to the business.

By implementing recommendations from Kytec, the business/information flow is now fully
secure. Thisis shown in the flow diagram below.

A

Employee

Endpoint

Anti-Spam Anti-Malware Anti-Virus Disk Personal DNS Patch Two-Factor Mobile Device
Encryption Firewall Security Management  Authentication Management
(MDM)
Mimecast/Proofpoint CrowdStrike Umbrella Roaming Manage Engine Duo Security AirWatch
plug-in Client Win - Logon

DatalLoss  Application SSL Geo Network Intrusion Firewall Access Posture Identity
Prevention Visibility Decryption Filtering  Anti-Malware Prevention Control Assessment
(DPL) Control (AVC)
Umbrella SIG Cisco Meraki Security Appliance Cisco Identity Services Engine

Threat Flow Monitoring Vulnerability Web Proxy Logging SIEM Distributed Web
Intelligence  Analytics Management / Reporting Denialof  Application
Service Firewall
Protection
Stealthwatch Cloud LogRhythm Cisco Radware WAF/DDoS

O Addressed

O Partially Addressed O Not Addressed

Web and
Applications

00
00

Cisco Recommended Non-Cisco
Two-Factor Server-Based  Network Disk
Authentication Security  Anti-Malware Encryption
Okta Server Endpoint
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Developing a Zero Trust
Security Model - Considerations

1

Do you have a clear identity and access management (IAM) strategy
aligned with your business needs with full implementation and integration
of a multi-factor authentication (MFA) solution supported by risk-based
policies?

2

Do you have an up-to-date asset inventory that distinguishes between
managed and unmanaged devices, providing a hygiene check as part of
an integrated IT and security function?

3

Do you have a trusted device policy that prompts users to update their devices
against measured vulnerabilities — within a managed process —and reports on
out-of-policy devices?

A

Do you control user access through a centrally managed policy that identifies
and acts upon exceptions?

5

Do you have a business-aligned zero-trust strategy supported by an
architecture and set of processes that enables users to seamlessly access
both on-premise and cloud applications?
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means
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should not
automatically
trust anything
inside or outside
its perimeters
and instead must
verify anything
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trying to connect
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Why work with Kytec?

Kytec is a Cisco Gold Partner with accreditation

in all architectural specialisations, including security.
Our people are our greatest asset, both in terms of
technical expertise and experience and relentless
customer focus.

We focus on the needs and priorities of our customers
and ensure we deliver tangible business benefits.

0|||l|||l
CISCO
Partner




